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1. Introduction

1.1 Biometrics
Biometrics involves the use of biological characteristics for identification and 
authentication. The characteristics involved may be physical (fingerprinting, facial 
recognition, irises, vein patterns, etc.), behavioural (voice recognition, signature 
gestures, keystroke dynamics, etc.), or both. 

The integration of biometrics, particularly fingerprinting, into financial services has 
recently started to become a promising trend towards solutions that can address 
the security issues encountered by the financial industry on identification and 
authentication of their clients. After all, the fingerprint is a person’s most unique 
biological identifier as there are no two people who can have the exact same fingerprint 
pattern.

Much of the developments in the applications of biometrics is driven by the rise of many 
highly advanced hardware technologies, specifically more sophisticated sensors and 
scanners, which are integrated into smartphones, wearables, and other innovative 
devices. 

According to Goode Intelligence, 350 million customers used biometrics for payments 
during 2015. Here are some of its key forecasts in the biometrics space by 2020:
 • 1 billion users of biometrics for financial services.
 • Over $5.6 trillion of payments secured by biometrics.
 • Over 622 million downloads for banking apps that employ biometrics for 
  customer authentication and transaction verification.
 • Nearly 160 million wearable devices that support biometrics for banking.

A fingerprint card unlocks access to highly secured financial services for the 
unbanked and underserved. The card can be used it anywhere, anytime, anyplace 
online and offline.

1.2 Financial Inclusion
Financial inclusion is the top agenda of everyone: financial institutions, governments, 
central banks, NGOs, telecommunication companies, and technology companies. So 
far, various solutions have been tried and tested by the telecommunication sector, with 
or without the involvement of banks, attaining some levels of success. According to the 
World Bank, 700 million of the previously unbanked became account holders from 2011 
to 2014. However, 2 billion adults globally still remain without an account with a bank 
or even with an authorized non-bank service provider.

Some reasons why people remain unbanked are:
 • Illiteracy.
 • Absence of legal identity.
 • Insufficient funds.
 • Geography.
 • Lack of trust in banks.
 • Low bank penetration.
 • Habits of using the informal sector.
 • High cost (perceived vs. informal sector) of using a bank account.
 • Low internet penetration.

1.3 Payments
Technological advancements in hardware have paved the way for developments in 
payment methods (NFC, mPOS, etc.) and have increased payment channels options for 
retail customers. The widespread growth and adoption of payment applications (apps), 
digital wallets, and mobile money have also promoted the success of non-bank or 
non-payment technology firms into the payments space. However, these current 
payment trends are more focused on front-end innovation. 

Some developments in payments have already been initiated to cater for the 
underserved and the unbanked. For example, M-Pesa, the mobile phone-based money 
transfer company, provides its users with the ability to deposit, withdraw, transfer 
money and pay for goods and services conveniently through a mobile phone. Amidst 
the success of M-Pesa, which began in Kenya and has now expanded to a total of 10 
markets, there is still a lot of room for the development of such payment solutions 
associated with financial inclusion goals.

Having a relatively larger proportion of the unbanked demographic, emerging 
economies have demonstrated great potential in terms of innovation in payments, 
driven by the following characteristics:
 • Lack of established financial infrastructure.
 • Insufficient access to traditional financial services.
 • Prevalence of cash-based transactions.
 • Regulatory support for financial inclusion initiatives.
 • High penetration of mobile phones.

1.4 Remittances
According to the World Bank, the number of international migrants globally has 
reached 250 million in 2015. Remittance flows involving money sent home to 
developing countries are the predominant contributor to the entire worth of global 
remittances each year. By 2016, it is already projected to go past $600 billion globally.

In terms of breakdown by country, India has been the top receiver of remittances, with 
$69 billion in 2015. Other large receivers of remittances comprising the top 5 in 2015 
were China with $64 billion, the Philippines with $28 billion, Mexico with $25 billion, and 
Nigeria with $21 billion.

The average cost of transactions for remittances globally is estimated between 
5%-10%. With the immense growth of migrant workers in the recent years, it is essential 
for the relevant institutions and regulators to create a sustainable business 
environment for global remittances. 
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2. Assumptions

The evolution of traditional business habits is essential in order to provide scalable, 
cost-effective solutions and to integrate the unbanked and the underserved into the 
financial fabric.

Conventional methods of client acquisition and maintenance by financial institutions 
are no longer sustainable. For example, banks traditionally expand their network of 
branches in an attempt to include the unserved into their client base. Such costly 
strategy drives these banks to structure their offerings to cater more towards 
customers whom they would deem as profitable enough. Innovative and 
technology-enhanced business models need to be designed and implemented as an 
enabler for sustainable financial inclusion.

Similarly, in the remittances industry, there are various aspects of its traditional 
business models that contribute to the high cost structure:
 • Inefficient and paper-based processes (e.g. cash and cheques).
 • Commissions (up to 60%) for parties involved in the remittance workflow 
  (e.g. agents).
 • High acquisition cost per customer.
 • Extensive regulation and compliance monitoring.

Data security and user authentication are also key areas of improvement in financial 
services. Existing methods used to safeguard personal data and accounts, such as 
passwords, PIN codes, “secret questions”, SMS one-time PINs, and security tokens, are 
not foolproof. 
 • In the recent years, password-protection has fallen vulnerable to the increased 
  sophistication in social engineering and hacking techniques.
 • Mobile devices, security tokens, and other types of hardware are also exposed 
  to theft, damage, or loss.

With these issues in mind, there already exists many technology-enabled initiatives for 
revolutionizing basic financial services, such as payments. When working on financial 
inclusion however, it is important to assume that the means to access ‘luxuries’ are very 
limited among the unbanked. While successful in a general sense, most existing 
products or services are unsuccessful specifically in financial inclusion:
 • The solutions require constant access to the internet.
 • The solutions require high-tech (more expensive) devices.
 • The solutions still require having an existing bank account, credit or debit card.

In addition, much of the innovation focuses on the front-end perspective. Whilst the 
enhancement of the user experience is certainly significant, back-end processes of 
many existing cashless or electronic payment solutions are still quite inefficient:
 • The back-end processing of electronic payments involves a multi-party 
  system, which includes credit card companies, payment gateways, issuer 
  banks, acquirer banks, and so on.
 • Amidst the multi-party system, the process involves a series of bilateral 
  movement of information or instructions (between only 2 parties at a time).
 • Most, if not all, of these parties each demand a fee, a cut from the entire 
  transaction value, and the total expense is assumed by the merchant.
 • Whilst the authentication process takes only a few seconds, the actual 
  settlement of funds still takes a few days to complete.

We are proposing the integration of biometrics, blockchain and distributed ledger 
technology in order to create an ecosystem that aims towards financial inclusion of the 
unbanked and the underserved.

With the simple implementation of the MeReal Biometrics cards, the proposed solution 
improves accessibility to highly secured basic financial services:
 • Secured value storage.
 • Convenient cashless payments.
 • Straightforward cross-border transfers.
 • Fingerprint-based identification and protection.
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3. Blockchain and XNotes Technology

3.1 Blockchain
Blockchain is a cryptographic technique to tie freely created blocks of data in a timely 
sequence that everyone can verify and trust. A blockchain digitally cements both the 
contents of each block of data and the overall order of all the blocks of data. It is 
extremely difficult to tamper with data stored in a blockchain and the difficulty increases 
exponentially as the blockchain grows.

Blockchain turns out to be the best concept candidate to build a consensus protocol in 
a decentralised real-time transaction network where scalability and data propagation 
time is an issue.

Bitcoin, was the first to apply this concept as a timestamp system to “a peer-to-peer 
Electronic Cash System” in March 2009. Bitcoin is a virtual currency whose supply and 
circulation are ensured by all the peers in the network instead of a central authority. 
Peers freely transact with each other and publish their transaction data to the rest of the 
network. Each peer stores all the newly created transactions in a block of transactions 
pending for validation because no unanimously agreed validator has been designated 
yet. While new transactions are spontaneously created across the network, every peer 
is incentivized to become the unanimously agreed validator because it is also 
unanimously agreed that he will receive fresh new money as a reward for validating the 
current block of transactions. In order to throttle the validation of transaction blocks 
along with the money supply, all the peers must solve a mathematical challenge 
described as “Proof-of-work” function. This is precisely what is known as Bitcoin’s 
“Mining”, where a “miner” append the block of transactions he collected to the formerly 
validated blocks of transactions, using blockchain techniques.

XNotes has introduced a totally different technical approach of blockchain: XNotes is 
still decentralised but is currency-agnostic, does not necessarily need miners, focuses 
on trust distribution and supports a more sustainable and pragmatic business vision by 
empowering issuing entities, may they be banks, monetary authorities, merchants or 
tech companies.

3.2 XNotes Technology
The XNotes Core Technology combines the most sustainable and state-of-the-art 
cryptographic techniques and the most scalable trust and digital identity management 
standards through XNet, the XNotes’ open transaction network that is publicly 
accessible, just like the Internet but with built-in secure peer-to-peer real-time 
transaction processing and far better throughput performance.

Blockchain and distributed ledger technology further enhances the cost-effectiveness, 
efficiency and security of operating these services. 

As one of the main enablers to acquire clients, agents (e.g. general stores, 
supermarkets, convenience stores, money transfer operators, banks, money changers, 
pharmacies, gas stations, etc.) may become vehicles of financial inclusion by 
incorporating the technology into their daily operations, for instance:
 • Selling of MeReal Biometric Cards.
 • Client acquisition and onboarding of potential MeReal users.
 • Offering top-up and cash-out services to MeReal cardholders.
 • Hassle-free currency conversion, in the case of cross-border remittances.

Both online merchants and physical stores may also be motivated to become enablers 
of financial inclusion by adopting the system into their check-out processes, thereby 
creating a more efficient cashless transaction structure within their business. 
Furthermore, as compared to other cashless payment methods (i.e. credit card 
transactions), this minimizes the expenses they incur.

With no transaction fees and as freely accessible as the Internet, XNotes enables 
individuals, businesses and corporations to send and receive currencies, loyalty points, 
stocks, etc. in a peer-to-peer way. It also enhances issuing entities to dispense and 
disseminate their own assets using their own distributed ledger without having to 
maintain a costly private transaction infrastructure.  

XNote, a versatile electronic secure envelope for all transactions
An XNote is a versatile electronic secure envelope that holds one or several values 
expressed in any of the units of account available on the network. Technically, an XNote 
is the actual unitary input/output in transactions.

An XNote may simply represent a bank note or a coin, a public company stock, or more 
complex composite market securities, such as an Exchange-Traded Fund. An XNote 
may also serve as a container that represents a deed of ownership for personal items, 
a legal property title (generally expressed in one unit and a purchase price) or a more 
complex business contract with conditioned values and due dates (e.g. service 
contract, loan, etc.).  

Configurable Permissioned Blockchain
While current blockchain solutions are tied to a virtual currency, XNotes has been built 
as a configurable blockchain-based technology that allows a much broader range of 
business applications. Entities are able to issue their own specific tokens of value 
denominated in their specific unit of account, like dollar, coin, mile, point, time, piece, 
volume, etc.

XNet, the Real-time Transaction Network
A decentralized network specifically designed for real-time transactions must have 
built-in globally reliable broadcast capabilities with low latency propagation time and 
minimal payload so that all the nodes can be aware of every single event and optionally 
respond accordingly in the most efficient way. XNet is a highly scalable network 
architecture that has been specifically designed to meet these fundamental 
requirements.

Just like an Internet browser relies on Domain Name Servers (DNS) to access the 
Internet, XNotes client devices connect to one of the XNotes relays (e.g. XNet-compliant 
WebSocket servers) available all over the Internet in order to access XNet.

Digital Identity, Privacy and Trust Distribution over XNet
A peer must generate his digital identity before he is connected to XNet. He may decide 
to be completely anonymous and only be identified by a Universally Unique Identifier. A 
corporation, a shop or a brand may elect to be recognizable and generate a digital 
identity with more information like company name, country, address, etc. that can be 
verified and endorsed by a globally trusted organization. XNotes’ Digital Identities are 
fully compliant with the proven and broadly used Secure Sockets Layer (SSL) standards 
(mainly “Public Key Infrastructure” PKI and “Public Key Cryptography Standards” PKCS).

Each peer uses his digital identity to create one or several wallets, each identified by a 
UUID string, which can be seen as a sort of cross-bank “account number” used in a 
traditional bank wire transfer. By default, the anonymity of each wallet is tied to that of 
the digital identity used. For wallets shared with other digital identities, 
authorizations/restrictions can optionally be set. Each time an XNote is transferred 
from one wallet to another, the owner/s will be requested to sign the transaction, in 
accordance with the authorization rules defined.

XNotes introduces a one-time signature scheme based on the Merkle Tree principles in 
order to avoid digital identity theft and compromising of private keys: once a private key 
is used in a signature, it will no longer be possible to reuse it again for further signatures. 

Transactions in Multiple Blockchains
and Non-monolithic Distributed Ledgers
Unlike the existing blockchain-based systems, the XNotes Technology allows issuers to 
manage their own units of account. For each unit of account created, a new 
blockchain-based distributed ledger is started.

Values denominated in a given unit of account are first issued (or “minted” in centralized 
or semi-centralized modes) or generated (or “mined” in fully decentralized mode) in the 
corresponding ledger with the creation of “root” XNotes as a result. From this point on, 
peer-to-peer transactions will disseminate the values across peers’ wallets, optionally 
creating new XNotes with smaller (value split transactions or transaction change going 
back to the sender) or bigger denominations (value combination transactions).

The multiple blockchain network allows cross-blockchain transactions to occur 
seamlessly with no interoperability hassle. If the definition of the unit of account allows 
it, peers are free to exchange values denominated in a unit of account for values 
denominated in another unit of account. This turns XNotes into a content-rich global 
peer-to-peer marketplace, and with its minimum storage and optimum download 
requirements, XNotes Technology is the ideal solution for mobile wallets.

“XNotes Pulse”, XNotes’ Decentralized Timestamp System
XNotes introduces the concept of “Proof-of-Existence” as a much better alternative to 
“Proof-of-Work”, which is known to be ridiculously computer-intensive, and 
“Proof-of-Stake”, which requires no intensive computing indeed but is known to be too 
controversial and complex to implement.

Workflow Runtime Engine
XNotes peers can transact with each other in a more interactive way, following a 
workflow process to agree on the conditions that will trigger transaction processing in 
the future. XNotes has built-in support for the modeling of business workflows where 
several parties can securely schedule and agree on a set of event-driven and 
conditional successive transactions. This enables the creation of “Executable 
Agreements” that bring the current concept of “Smart Contract” to enterprise-level 
applications.

XNotes Distributed Ledger Storage System
A decentralized transaction system needs a decentralized storage system to persist the 
transaction data and make it reliably and fully available to all the nodes at any point in 
time. The availability of transaction data is very critical to ensure uninterrupted service. 
A robust data redundancy system must be designed on the top of a basic decentralized 
file/data sharing system.

XNotes Distributed Storage System makes everyone participate in the overall 
transaction data-sharing load on XNet and takes some of the bandwidth burden away 
from the originators.
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validated blocks of transactions, using blockchain techniques.

XNotes has introduced a totally different technical approach of blockchain: XNotes is 
still decentralised but is currency-agnostic, does not necessarily need miners, focuses 
on trust distribution and supports a more sustainable and pragmatic business vision by 
empowering issuing entities, may they be banks, monetary authorities, merchants or 
tech companies.

3.2 XNotes Technology
The XNotes Core Technology combines the most sustainable and state-of-the-art 
cryptographic techniques and the most scalable trust and digital identity management 
standards through XNet, the XNotes’ open transaction network that is publicly 
accessible, just like the Internet but with built-in secure peer-to-peer real-time 
transaction processing and far better throughput performance.

With no transaction fees and as freely accessible as the Internet, XNotes enables 
individuals, businesses and corporations to send and receive currencies, loyalty points, 
stocks, etc. in a peer-to-peer way. It also enhances issuing entities to dispense and 
disseminate their own assets using their own distributed ledger without having to 
maintain a costly private transaction infrastructure.  

XNote, a versatile electronic secure envelope for all transactions
An XNote is a versatile electronic secure envelope that holds one or several values 
expressed in any of the units of account available on the network. Technically, an XNote 
is the actual unitary input/output in transactions.

An XNote may simply represent a bank note or a coin, a public company stock, or more 
complex composite market securities, such as an Exchange-Traded Fund. An XNote 
may also serve as a container that represents a deed of ownership for personal items, 
a legal property title (generally expressed in one unit and a purchase price) or a more 
complex business contract with conditioned values and due dates (e.g. service 
contract, loan, etc.).  

Configurable Permissioned Blockchain
While current blockchain solutions are tied to a virtual currency, XNotes has been built 
as a configurable blockchain-based technology that allows a much broader range of 
business applications. Entities are able to issue their own specific tokens of value 
denominated in their specific unit of account, like dollar, coin, mile, point, time, piece, 
volume, etc.

XNet, the Real-time Transaction Network
A decentralized network specifically designed for real-time transactions must have 
built-in globally reliable broadcast capabilities with low latency propagation time and 
minimal payload so that all the nodes can be aware of every single event and optionally 
respond accordingly in the most efficient way. XNet is a highly scalable network 
architecture that has been specifically designed to meet these fundamental 
requirements.

Just like an Internet browser relies on Domain Name Servers (DNS) to access the 
Internet, XNotes client devices connect to one of the XNotes relays (e.g. XNet-compliant 
WebSocket servers) available all over the Internet in order to access XNet.

Digital Identity, Privacy and Trust Distribution over XNet
A peer must generate his digital identity before he is connected to XNet. He may decide 
to be completely anonymous and only be identified by a Universally Unique Identifier. A 
corporation, a shop or a brand may elect to be recognizable and generate a digital 
identity with more information like company name, country, address, etc. that can be 
verified and endorsed by a globally trusted organization. XNotes’ Digital Identities are 
fully compliant with the proven and broadly used Secure Sockets Layer (SSL) standards 
(mainly “Public Key Infrastructure” PKI and “Public Key Cryptography Standards” PKCS).

Each peer uses his digital identity to create one or several wallets, each identified by a 
UUID string, which can be seen as a sort of cross-bank “account number” used in a 
traditional bank wire transfer. By default, the anonymity of each wallet is tied to that of 
the digital identity used. For wallets shared with other digital identities, 
authorizations/restrictions can optionally be set. Each time an XNote is transferred 
from one wallet to another, the owner/s will be requested to sign the transaction, in 
accordance with the authorization rules defined.

XNotes introduces a one-time signature scheme based on the Merkle Tree principles in 
order to avoid digital identity theft and compromising of private keys: once a private key 
is used in a signature, it will no longer be possible to reuse it again for further signatures. 

Transactions in Multiple Blockchains
and Non-monolithic Distributed Ledgers
Unlike the existing blockchain-based systems, the XNotes Technology allows issuers to 
manage their own units of account. For each unit of account created, a new 
blockchain-based distributed ledger is started.

Values denominated in a given unit of account are first issued (or “minted” in centralized 
or semi-centralized modes) or generated (or “mined” in fully decentralized mode) in the 
corresponding ledger with the creation of “root” XNotes as a result. From this point on, 
peer-to-peer transactions will disseminate the values across peers’ wallets, optionally 
creating new XNotes with smaller (value split transactions or transaction change going 
back to the sender) or bigger denominations (value combination transactions).

The multiple blockchain network allows cross-blockchain transactions to occur 
seamlessly with no interoperability hassle. If the definition of the unit of account allows 
it, peers are free to exchange values denominated in a unit of account for values 
denominated in another unit of account. This turns XNotes into a content-rich global 
peer-to-peer marketplace, and with its minimum storage and optimum download 
requirements, XNotes Technology is the ideal solution for mobile wallets.

“XNotes Pulse”, XNotes’ Decentralized Timestamp System
XNotes introduces the concept of “Proof-of-Existence” as a much better alternative to 
“Proof-of-Work”, which is known to be ridiculously computer-intensive, and 
“Proof-of-Stake”, which requires no intensive computing indeed but is known to be too 
controversial and complex to implement.

Workflow Runtime Engine
XNotes peers can transact with each other in a more interactive way, following a 
workflow process to agree on the conditions that will trigger transaction processing in 
the future. XNotes has built-in support for the modeling of business workflows where 
several parties can securely schedule and agree on a set of event-driven and 
conditional successive transactions. This enables the creation of “Executable 
Agreements” that bring the current concept of “Smart Contract” to enterprise-level 
applications.

XNotes Distributed Ledger Storage System
A decentralized transaction system needs a decentralized storage system to persist the 
transaction data and make it reliably and fully available to all the nodes at any point in 
time. The availability of transaction data is very critical to ensure uninterrupted service. 
A robust data redundancy system must be designed on the top of a basic decentralized 
file/data sharing system.

XNotes Distributed Storage System makes everyone participate in the overall 
transaction data-sharing load on XNet and takes some of the bandwidth burden away 
from the originators.

4.1 Customer Onboarding
The workflow begins with customer acquisition and onboarding upon purchase of the 
MeReal Biometrics card by the customer. The setting up of the account via the 
MeReal software or app by the authorized agent involves the minting of Digital ID. 
Each Digital ID contains basic information that was provided, such as name and phone 
number. The customer/account holder may also need to provide supporting documents, 
such as a utility bill for instance.

During the account setup via mobile app, the process will request card authentication 
in order to proceed with and complete the account setup. The newly purchased MeReal 
Biometrics card is now going to be activated for the very first time. The first fingerprint 
recorded for this is the sole fingerprint that the card will recognize going forward. The 
fingerprint isn’t stored anywhere else but on the card, making the account very secure, 
even in the incidence of theft or loss of card.

Once fingerprint-activated, the card ‘emits’ the authentication and is received by the 
authorized agent’s mobile device. The card emits a cyphered acoustic one-time 
password which aims to link the card and the account/Digital ID. For the account 
setup, the authorized agent is assumed to be using a computer or a mobile device 
capable of receiving such authentication methods. As a result, the setup of 
account/Digital ID is authenticated by fingerprint activation and thereby completed. 

The account setup could be conducted over any type of phone (smartphone, GSM, 
fixed line) or by using a computer equipped with a microphone. The new card holder 
needs to call a hotline or use a dedicated website (MeReal/XNotes platform) to validate 
the opening of his account. The card 'emits' the acoustic authentication once 
fingerprint-activated to the authorised agent's back-office system. This also allows for 
activity to take place when connectivity is not available. 

If stricter set-up protocols are required, the authorized agent can elect to conduct the 
account set-up in person using the above methods or using a physical reader to 
conduct either a contact or contactless authentication method. Once fingerprint 
activated, the card also emits an RFID one-time password as well as using the NFC 
(Near Field Communication) and EMV (technical standard for smart payment cards) 
chip embedded into the card. 

The card itself may include basic identifying information, such as name of the 
cardholder. Embedded into each card’s system would be the public-private key pair, 
which is unique and specific to the appropriate account of the cardholder.

Finally, the completed account/Digital ID is now minted onto the blockchain-based 
back-end system. Once the card activated, the customer receives an SMS 
confirmation, a voice message or an email depending of the type of device used.

4.2 Account Information Maintenance
The customer, now an account holder, may also update his account information (e.g. 
phone number, email, address…). Only the account holder and no one else is able to do 
this because it requires authentication via the card, which is fingerprint-activated, 
providing better security to the account.

The customer goes to the authorized agent and provides the information that needs to 
be updated. The authorized agent needs to use the MeReal software or app to input 
the updated information. Once again, card authentication via fingerprint-activation is 
required in order to proceed with the account information update. Upon authentication, 
the corresponding account/Digital ID is updated. The customer then receives a 
confirmation by SMS, voice message or email of the account information update.

The validity of account information has an expiry date based on the validity of the 
supporting documents, depending on the regulations. To further continue using the 
card and the account, periodic reviews may be required from the user. For instance, a 
mechanism for requesting the most updated supporting documentation from the 
account holder ensures data integrity. These prompts or warnings may be sent via SMS 
notifications, voice messages or emails. Noncompliance to these update requirements 
may trigger blocking of card usage.

4.3 Account Top-up 
Before the account holder may begin to use the card to transact, the account must of 
course be topped up with value. Similar to a deposit made to a bank account, the 
account holder needs to pay cash to any of the approved agents, who are authorized 
to perform the service of topping up the account. There is a limitation for the maximum 
top-up amount per instance or per day, depending on the regulations of that particular 
jurisdiction.

Upon receiving cash, the agent once again uses the MeReal software or app to record 
the top-up transaction. Similarly, the card authentication via fingerprint-activation is 
required to proceed with the top-up. Upon authentication, the corresponding 
account/Digital ID is credited. The customer then receives a confirmation by SMS, voice 
call or email of the account top-up and is now able to use the card to transact.

4.4 Account Enquiries
There will also be instances where the account holder wants to know some information, 
such as his balance or some recent transactions. For such needs, a request for an enquiry 
on his account balance or transaction history is made by simply sending an SMS, a voice 
call to the authorized number, or via a request on the dedicated website or APP (with the 
MeReal Biometrics card being used to identify the user, without the need for passwords or 
4-digit identifiers). The information  is sent to the customer by SMS, voice message or 
visible on the website or APP.

4.5 Point of Sale Payments
Once the account has been topped up with enough funds, then the customer may begin to 
transact with various merchants. The process is quite similar to existing card payments, 
where the customer needs to present the card upon check-out at the counter. Making a 
payment using the card for purchases can be done in different ways. 
The card can be waved in front of a dedicated reader (it requires the card to be fingerprint 
activated at the same time), the card can be swiped, or inserted into a POS reader after 
activating it with the fingerprint. Aside from the ability to provide this payment method to 
the unbanked (i.e. those without credit or debit cards), another main advantage is that the 
MeReal Biometrics card may only be used as payment when it is activated at that moment 
by the recognized fingerprint, eliminating card fraud. The customer then receives a 
confirmation by SMS, voice message or email as an electronic receipt of the transaction.
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4.1 Customer Onboarding
The workflow begins with customer acquisition and onboarding upon purchase of the 
MeReal Biometrics card by the customer. The setting up of the account via the 
MeReal software or app by the authorized agent involves the minting of Digital ID. 
Each Digital ID contains basic information that was provided, such as name and phone 
number. The customer/account holder may also need to provide supporting documents, 
such as a utility bill for instance.

During the account setup via mobile app, the process will request card authentication 
in order to proceed with and complete the account setup. The newly purchased MeReal 
Biometrics card is now going to be activated for the very first time. The first fingerprint 
recorded for this is the sole fingerprint that the card will recognize going forward. The 
fingerprint isn’t stored anywhere else but on the card, making the account very secure, 
even in the incidence of theft or loss of card.

Once fingerprint-activated, the card ‘emits’ the authentication and is received by the 
authorized agent’s mobile device. The card emits a cyphered acoustic one-time 
password which aims to link the card and the account/Digital ID. For the account 
setup, the authorized agent is assumed to be using a computer or a mobile device 
capable of receiving such authentication methods. As a result, the setup of 
account/Digital ID is authenticated by fingerprint activation and thereby completed. 

1 - Customer account/Digital ID setup by Agent.
2 - Customer activation of MeReal Biometrics card.
3 - Linking of card and account via Acoustic, RFID, NFC / EMV technology.
4 - ‘Minting’ of Customer account/Digital ID.
5 - Confirmation by SMS, voice call or email.
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The account setup could be conducted over any type of phone (smartphone, GSM, 
fixed line) or by using a computer equipped with a microphone. The new card holder 
needs to call a hotline or use a dedicated website (MeReal/XNotes platform) to validate 
the opening of his account. The card 'emits' the acoustic authentication once 
fingerprint-activated to the authorised agent's back-office system. This also allows for 
activity to take place when connectivity is not available. 

If stricter set-up protocols are required, the authorized agent can elect to conduct the 
account set-up in person using the above methods or using a physical reader to 
conduct either a contact or contactless authentication method. Once fingerprint 
activated, the card also emits an RFID one-time password as well as using the NFC 
(Near Field Communication) and EMV (technical standard for smart payment cards) 
chip embedded into the card. 

The card itself may include basic identifying information, such as name of the 
cardholder. Embedded into each card’s system would be the public-private key pair, 
which is unique and specific to the appropriate account of the cardholder.

Finally, the completed account/Digital ID is now minted onto the blockchain-based 
back-end system. Once the card activated, the customer receives an SMS 
confirmation, a voice message or an email depending of the type of device used.

4.2 Account Information Maintenance
The customer, now an account holder, may also update his account information (e.g. 
phone number, email, address…). Only the account holder and no one else is able to do 
this because it requires authentication via the card, which is fingerprint-activated, 
providing better security to the account.

The customer goes to the authorized agent and provides the information that needs to 
be updated. The authorized agent needs to use the MeReal software or app to input 
the updated information. Once again, card authentication via fingerprint-activation is 
required in order to proceed with the account information update. Upon authentication, 
the corresponding account/Digital ID is updated. The customer then receives a 
confirmation by SMS, voice message or email of the account information update.

The validity of account information has an expiry date based on the validity of the 
supporting documents, depending on the regulations. To further continue using the 
card and the account, periodic reviews may be required from the user. For instance, a 
mechanism for requesting the most updated supporting documentation from the 
account holder ensures data integrity. These prompts or warnings may be sent via SMS 
notifications, voice messages or emails. Noncompliance to these update requirements 
may trigger blocking of card usage.

4.3 Account Top-up 
Before the account holder may begin to use the card to transact, the account must of 
course be topped up with value. Similar to a deposit made to a bank account, the 
account holder needs to pay cash to any of the approved agents, who are authorized 
to perform the service of topping up the account. There is a limitation for the maximum 
top-up amount per instance or per day, depending on the regulations of that particular 
jurisdiction.

Upon receiving cash, the agent once again uses the MeReal software or app to record 
the top-up transaction. Similarly, the card authentication via fingerprint-activation is 
required to proceed with the top-up. Upon authentication, the corresponding 
account/Digital ID is credited. The customer then receives a confirmation by SMS, voice 
call or email of the account top-up and is now able to use the card to transact.

4.4 Account Enquiries
There will also be instances where the account holder wants to know some information, 
such as his balance or some recent transactions. For such needs, a request for an enquiry 
on his account balance or transaction history is made by simply sending an SMS, a voice 
call to the authorized number, or via a request on the dedicated website or APP (with the 
MeReal Biometrics card being used to identify the user, without the need for passwords or 
4-digit identifiers). The information  is sent to the customer by SMS, voice message or 
visible on the website or APP.

4.5 Point of Sale Payments
Once the account has been topped up with enough funds, then the customer may begin to 
transact with various merchants. The process is quite similar to existing card payments, 
where the customer needs to present the card upon check-out at the counter. Making a 
payment using the card for purchases can be done in different ways. 
The card can be waved in front of a dedicated reader (it requires the card to be fingerprint 
activated at the same time), the card can be swiped, or inserted into a POS reader after 
activating it with the fingerprint. Aside from the ability to provide this payment method to 
the unbanked (i.e. those without credit or debit cards), another main advantage is that the 
MeReal Biometrics card may only be used as payment when it is activated at that moment 
by the recognized fingerprint, eliminating card fraud. The customer then receives a 
confirmation by SMS, voice message or email as an electronic receipt of the transaction.
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4.1 Customer Onboarding
The workflow begins with customer acquisition and onboarding upon purchase of the 
MeReal Biometrics card by the customer. The setting up of the account via the 
MeReal software or app by the authorized agent involves the minting of Digital ID. 
Each Digital ID contains basic information that was provided, such as name and phone 
number. The customer/account holder may also need to provide supporting documents, 
such as a utility bill for instance.

During the account setup via mobile app, the process will request card authentication 
in order to proceed with and complete the account setup. The newly purchased MeReal 
Biometrics card is now going to be activated for the very first time. The first fingerprint 
recorded for this is the sole fingerprint that the card will recognize going forward. The 
fingerprint isn’t stored anywhere else but on the card, making the account very secure, 
even in the incidence of theft or loss of card.

Once fingerprint-activated, the card ‘emits’ the authentication and is received by the 
authorized agent’s mobile device. The card emits a cyphered acoustic one-time 
password which aims to link the card and the account/Digital ID. For the account 
setup, the authorized agent is assumed to be using a computer or a mobile device 
capable of receiving such authentication methods. As a result, the setup of 
account/Digital ID is authenticated by fingerprint activation and thereby completed. 

1 - Customer information update by Agent.
2 - Customer activation of MeReal Biometrics card.
3 - Card authentication via NFC or acoustic technology.
4 - Update of Customer account/Digital ID.
5 - Confirmation by SMS, voice message or email.

The account setup could be conducted over any type of phone (smartphone, GSM, 
fixed line) or by using a computer equipped with a microphone. The new card holder 
needs to call a hotline or use a dedicated website (MeReal/XNotes platform) to validate 
the opening of his account. The card 'emits' the acoustic authentication once 
fingerprint-activated to the authorised agent's back-office system. This also allows for 
activity to take place when connectivity is not available. 

If stricter set-up protocols are required, the authorized agent can elect to conduct the 
account set-up in person using the above methods or using a physical reader to 
conduct either a contact or contactless authentication method. Once fingerprint 
activated, the card also emits an RFID one-time password as well as using the NFC 
(Near Field Communication) and EMV (technical standard for smart payment cards) 
chip embedded into the card. 

The card itself may include basic identifying information, such as name of the 
cardholder. Embedded into each card’s system would be the public-private key pair, 
which is unique and specific to the appropriate account of the cardholder.

Finally, the completed account/Digital ID is now minted onto the blockchain-based 
back-end system. Once the card activated, the customer receives an SMS 
confirmation, a voice message or an email depending of the type of device used.

4.2 Account Information Maintenance
The customer, now an account holder, may also update his account information (e.g. 
phone number, email, address…). Only the account holder and no one else is able to do 
this because it requires authentication via the card, which is fingerprint-activated, 
providing better security to the account.

The customer goes to the authorized agent and provides the information that needs to 
be updated. The authorized agent needs to use the MeReal software or app to input 
the updated information. Once again, card authentication via fingerprint-activation is 
required in order to proceed with the account information update. Upon authentication, 
the corresponding account/Digital ID is updated. The customer then receives a 
confirmation by SMS, voice message or email of the account information update.

The validity of account information has an expiry date based on the validity of the 
supporting documents, depending on the regulations. To further continue using the 
card and the account, periodic reviews may be required from the user. For instance, a 
mechanism for requesting the most updated supporting documentation from the 
account holder ensures data integrity. These prompts or warnings may be sent via SMS 
notifications, voice messages or emails. Noncompliance to these update requirements 
may trigger blocking of card usage.

4.3 Account Top-up 
Before the account holder may begin to use the card to transact, the account must of 
course be topped up with value. Similar to a deposit made to a bank account, the 
account holder needs to pay cash to any of the approved agents, who are authorized 
to perform the service of topping up the account. There is a limitation for the maximum 
top-up amount per instance or per day, depending on the regulations of that particular 
jurisdiction.

Upon receiving cash, the agent once again uses the MeReal software or app to record 
the top-up transaction. Similarly, the card authentication via fingerprint-activation is 
required to proceed with the top-up. Upon authentication, the corresponding 
account/Digital ID is credited. The customer then receives a confirmation by SMS, voice 
call or email of the account top-up and is now able to use the card to transact.

4.4 Account Enquiries
There will also be instances where the account holder wants to know some information, 
such as his balance or some recent transactions. For such needs, a request for an enquiry 
on his account balance or transaction history is made by simply sending an SMS, a voice 
call to the authorized number, or via a request on the dedicated website or APP (with the 
MeReal Biometrics card being used to identify the user, without the need for passwords or 
4-digit identifiers). The information  is sent to the customer by SMS, voice message or 
visible on the website or APP.

4.5 Point of Sale Payments
Once the account has been topped up with enough funds, then the customer may begin to 
transact with various merchants. The process is quite similar to existing card payments, 
where the customer needs to present the card upon check-out at the counter. Making a 
payment using the card for purchases can be done in different ways. 
The card can be waved in front of a dedicated reader (it requires the card to be fingerprint 
activated at the same time), the card can be swiped, or inserted into a POS reader after 
activating it with the fingerprint. Aside from the ability to provide this payment method to 
the unbanked (i.e. those without credit or debit cards), another main advantage is that the 
MeReal Biometrics card may only be used as payment when it is activated at that moment 
by the recognized fingerprint, eliminating card fraud. The customer then receives a 
confirmation by SMS, voice message or email as an electronic receipt of the transaction.Back-end
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4.1 Customer Onboarding
The workflow begins with customer acquisition and onboarding upon purchase of the 
MeReal Biometrics card by the customer. The setting up of the account via the 
MeReal software or app by the authorized agent involves the minting of Digital ID. 
Each Digital ID contains basic information that was provided, such as name and phone 
number. The customer/account holder may also need to provide supporting documents, 
such as a utility bill for instance.

During the account setup via mobile app, the process will request card authentication 
in order to proceed with and complete the account setup. The newly purchased MeReal 
Biometrics card is now going to be activated for the very first time. The first fingerprint 
recorded for this is the sole fingerprint that the card will recognize going forward. The 
fingerprint isn’t stored anywhere else but on the card, making the account very secure, 
even in the incidence of theft or loss of card.

Once fingerprint-activated, the card ‘emits’ the authentication and is received by the 
authorized agent’s mobile device. The card emits a cyphered acoustic one-time 
password which aims to link the card and the account/Digital ID. For the account 
setup, the authorized agent is assumed to be using a computer or a mobile device 
capable of receiving such authentication methods. As a result, the setup of 
account/Digital ID is authenticated by fingerprint activation and thereby completed. 

1 - Customer payment to Agent for top-up.
2 - Customer activation of MeReal Biometrics card.
3 - Card authentication via NFC or acoustic technology.
4 - Top-up of Customer account/Digital ID balance.
5 - Confirmation by SMS, voice message or email.
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The account setup could be conducted over any type of phone (smartphone, GSM, 
fixed line) or by using a computer equipped with a microphone. The new card holder 
needs to call a hotline or use a dedicated website (MeReal/XNotes platform) to validate 
the opening of his account. The card 'emits' the acoustic authentication once 
fingerprint-activated to the authorised agent's back-office system. This also allows for 
activity to take place when connectivity is not available. 

If stricter set-up protocols are required, the authorized agent can elect to conduct the 
account set-up in person using the above methods or using a physical reader to 
conduct either a contact or contactless authentication method. Once fingerprint 
activated, the card also emits an RFID one-time password as well as using the NFC 
(Near Field Communication) and EMV (technical standard for smart payment cards) 
chip embedded into the card. 

The card itself may include basic identifying information, such as name of the 
cardholder. Embedded into each card’s system would be the public-private key pair, 
which is unique and specific to the appropriate account of the cardholder.

Finally, the completed account/Digital ID is now minted onto the blockchain-based 
back-end system. Once the card activated, the customer receives an SMS 
confirmation, a voice message or an email depending of the type of device used.

4.2 Account Information Maintenance
The customer, now an account holder, may also update his account information (e.g. 
phone number, email, address…). Only the account holder and no one else is able to do 
this because it requires authentication via the card, which is fingerprint-activated, 
providing better security to the account.

The customer goes to the authorized agent and provides the information that needs to 
be updated. The authorized agent needs to use the MeReal software or app to input 
the updated information. Once again, card authentication via fingerprint-activation is 
required in order to proceed with the account information update. Upon authentication, 
the corresponding account/Digital ID is updated. The customer then receives a 
confirmation by SMS, voice message or email of the account information update.

The validity of account information has an expiry date based on the validity of the 
supporting documents, depending on the regulations. To further continue using the 
card and the account, periodic reviews may be required from the user. For instance, a 
mechanism for requesting the most updated supporting documentation from the 
account holder ensures data integrity. These prompts or warnings may be sent via SMS 
notifications, voice messages or emails. Noncompliance to these update requirements 
may trigger blocking of card usage.

4.3 Account Top-up 
Before the account holder may begin to use the card to transact, the account must of 
course be topped up with value. Similar to a deposit made to a bank account, the 
account holder needs to pay cash to any of the approved agents, who are authorized 
to perform the service of topping up the account. There is a limitation for the maximum 
top-up amount per instance or per day, depending on the regulations of that particular 
jurisdiction.

Upon receiving cash, the agent once again uses the MeReal software or app to record 
the top-up transaction. Similarly, the card authentication via fingerprint-activation is 
required to proceed with the top-up. Upon authentication, the corresponding 
account/Digital ID is credited. The customer then receives a confirmation by SMS, voice 
call or email of the account top-up and is now able to use the card to transact.

4.4 Account Enquiries
There will also be instances where the account holder wants to know some information, 
such as his balance or some recent transactions. For such needs, a request for an enquiry 
on his account balance or transaction history is made by simply sending an SMS, a voice 
call to the authorized number, or via a request on the dedicated website or APP (with the 
MeReal Biometrics card being used to identify the user, without the need for passwords or 
4-digit identifiers). The information  is sent to the customer by SMS, voice message or 
visible on the website or APP.

4.5 Point of Sale Payments
Once the account has been topped up with enough funds, then the customer may begin to 
transact with various merchants. The process is quite similar to existing card payments, 
where the customer needs to present the card upon check-out at the counter. Making a 
payment using the card for purchases can be done in different ways. 
The card can be waved in front of a dedicated reader (it requires the card to be fingerprint 
activated at the same time), the card can be swiped, or inserted into a POS reader after 
activating it with the fingerprint. Aside from the ability to provide this payment method to 
the unbanked (i.e. those without credit or debit cards), another main advantage is that the 
MeReal Biometrics card may only be used as payment when it is activated at that moment 
by the recognized fingerprint, eliminating card fraud. The customer then receives a 
confirmation by SMS, voice message or email as an electronic receipt of the transaction.

Customer

Agent
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4.1 Customer Onboarding
The workflow begins with customer acquisition and onboarding upon purchase of the 
MeReal Biometrics card by the customer. The setting up of the account via the 
MeReal software or app by the authorized agent involves the minting of Digital ID. 
Each Digital ID contains basic information that was provided, such as name and phone 
number. The customer/account holder may also need to provide supporting documents, 
such as a utility bill for instance.

During the account setup via mobile app, the process will request card authentication 
in order to proceed with and complete the account setup. The newly purchased MeReal 
Biometrics card is now going to be activated for the very first time. The first fingerprint 
recorded for this is the sole fingerprint that the card will recognize going forward. The 
fingerprint isn’t stored anywhere else but on the card, making the account very secure, 
even in the incidence of theft or loss of card.

Once fingerprint-activated, the card ‘emits’ the authentication and is received by the 
authorized agent’s mobile device. The card emits a cyphered acoustic one-time 
password which aims to link the card and the account/Digital ID. For the account 
setup, the authorized agent is assumed to be using a computer or a mobile device 
capable of receiving such authentication methods. As a result, the setup of 
account/Digital ID is authenticated by fingerprint activation and thereby completed. 

1 - Customer purchase at a merchant.
2 - Customer activation of MeReal Biometrics card.
3 - Card authentication and payment using the merchant’s payment terminal.
4 - Posting of transaction onto Customer account/Digital ID ledger.
5 - Confirmation by SMS, voice message or email.

The account setup could be conducted over any type of phone (smartphone, GSM, 
fixed line) or by using a computer equipped with a microphone. The new card holder 
needs to call a hotline or use a dedicated website (MeReal/XNotes platform) to validate 
the opening of his account. The card 'emits' the acoustic authentication once 
fingerprint-activated to the authorised agent's back-office system. This also allows for 
activity to take place when connectivity is not available. 

If stricter set-up protocols are required, the authorized agent can elect to conduct the 
account set-up in person using the above methods or using a physical reader to 
conduct either a contact or contactless authentication method. Once fingerprint 
activated, the card also emits an RFID one-time password as well as using the NFC 
(Near Field Communication) and EMV (technical standard for smart payment cards) 
chip embedded into the card. 

The card itself may include basic identifying information, such as name of the 
cardholder. Embedded into each card’s system would be the public-private key pair, 
which is unique and specific to the appropriate account of the cardholder.

Finally, the completed account/Digital ID is now minted onto the blockchain-based 
back-end system. Once the card activated, the customer receives an SMS 
confirmation, a voice message or an email depending of the type of device used.

4.2 Account Information Maintenance
The customer, now an account holder, may also update his account information (e.g. 
phone number, email, address…). Only the account holder and no one else is able to do 
this because it requires authentication via the card, which is fingerprint-activated, 
providing better security to the account.

The customer goes to the authorized agent and provides the information that needs to 
be updated. The authorized agent needs to use the MeReal software or app to input 
the updated information. Once again, card authentication via fingerprint-activation is 
required in order to proceed with the account information update. Upon authentication, 
the corresponding account/Digital ID is updated. The customer then receives a 
confirmation by SMS, voice message or email of the account information update.

The validity of account information has an expiry date based on the validity of the 
supporting documents, depending on the regulations. To further continue using the 
card and the account, periodic reviews may be required from the user. For instance, a 
mechanism for requesting the most updated supporting documentation from the 
account holder ensures data integrity. These prompts or warnings may be sent via SMS 
notifications, voice messages or emails. Noncompliance to these update requirements 
may trigger blocking of card usage.

4.3 Account Top-up 
Before the account holder may begin to use the card to transact, the account must of 
course be topped up with value. Similar to a deposit made to a bank account, the 
account holder needs to pay cash to any of the approved agents, who are authorized 
to perform the service of topping up the account. There is a limitation for the maximum 
top-up amount per instance or per day, depending on the regulations of that particular 
jurisdiction.

Upon receiving cash, the agent once again uses the MeReal software or app to record 
the top-up transaction. Similarly, the card authentication via fingerprint-activation is 
required to proceed with the top-up. Upon authentication, the corresponding 
account/Digital ID is credited. The customer then receives a confirmation by SMS, voice 
call or email of the account top-up and is now able to use the card to transact.

4.4 Account Enquiries
There will also be instances where the account holder wants to know some information, 
such as his balance or some recent transactions. For such needs, a request for an enquiry 
on his account balance or transaction history is made by simply sending an SMS, a voice 
call to the authorized number, or via a request on the dedicated website or APP (with the 
MeReal Biometrics card being used to identify the user, without the need for passwords or 
4-digit identifiers). The information  is sent to the customer by SMS, voice message or 
visible on the website or APP.

1 - Customer enquiry via SMS, 
 hotline call or website / APP.
2 - Account balance received via SMS, 
 voice message or accessible on the 
 website or APP. Back-end

System

Blockchain

1

2

4.5 Point of Sale Payments
Once the account has been topped up with enough funds, then the customer may begin to 
transact with various merchants. The process is quite similar to existing card payments, 
where the customer needs to present the card upon check-out at the counter. Making a 
payment using the card for purchases can be done in different ways. 
The card can be waved in front of a dedicated reader (it requires the card to be fingerprint 
activated at the same time), the card can be swiped, or inserted into a POS reader after 
activating it with the fingerprint. Aside from the ability to provide this payment method to 
the unbanked (i.e. those without credit or debit cards), another main advantage is that the 
MeReal Biometrics card may only be used as payment when it is activated at that moment 
by the recognized fingerprint, eliminating card fraud. The customer then receives a 
confirmation by SMS, voice message or email as an electronic receipt of the transaction.
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4.6 Peer-to-Peer Payments and Remittances
To initiate a transfer, the sender needs :
 • 1st choice: to send a SMS with a specified format, or send a request on a 
  smartphone APP
 • 2nd choice: call the hotline and choose the transfer option,
 • 3rd choice: log in on his website account and select the transfer section.

This transfer order received by the system triggers a series of authentication steps, once 
again involving card authentication activated only by the specific fingerprint. 
If the sender uses a smartphone or mobile phone, the process begins with the system 
triggering two actions to the sender’s mobile number: a SMS containing the transaction 
details with a one-time 4-digit identifier, and then a call. The call prompts the sender to 
validate the transaction in two ways: by entering the 4-digit identifier and by card 
authentication via fingerprint-activation. The acoustic technology enables the activated 
card to transmit the authentication through the phone call using the microphone of the 
device. The authentication thereby validates the request and finalise the transaction.

If the sender uses a fixed line, the process stays the same except that it requires a voice call. 
The sender calls the hotline and selects the transfer option. He places his instruction using 
the automated 24 hours phone hotline and validates the transaction by card authentication 
via fingerprint-activation.

If the sender uses a computer, he needs to use the dedicated website, then chooses the 
transfer option. The following step is the card authentication via fingerprint-activation. The 
acoustic technology enables the card to transmit the authentication through the microphone 
of the computer. The authentication thereby validates the request and finalise the 
transaction.

To: Service Provider #

Sample format of SMS:
PAYMENT_ACCOUNT NUMBER
#_PAYMENT AMOUNT

To: Service Provider #

Sample format of SMS:
PAYMENT_ACCOUNT NUMBER
#_PAYMENT AMOUNT
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1 - Transfer of value. 
2 - SMS confirmation.

If any step in authentication is missed, then the transaction is rejected from the system 
and the sender needs to reinitiate it. The system triggers a maximum of 5 attempts per 
initiated transaction to call the user. If the user is still unavailable to pick up after all 
these attempts, the transaction is nullified, and he has to reinitiate a new transaction.

Upon successful authentication, the transaction now takes place and is posted onto the 
distributed ledger. The relevant accounts/Digital IDs of the sender and the recipient is 
embedded into each transaction that they are engaged in. They both receive a 
confirmation by SMS, voice message or email.

2

Blockchain

Back-end
System

1Sender
Account

$
Recipient
Account

$

Sender Recipient

1 - System-generated order and reply to the Sender.
2 - Customer activation of MeReal Biometrics card.
3 - Authentication by acoustic technology.
4 - Validation of authentication.
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5. Conclusion

The proposed workflows which utilize and integrate XNotes and the MeReal 
Biometrics Card technologies provide many benefits and competitive advantages:
 • The element of individual uniqueness to each user’s authentication method.
 • A highly secure way to protect account and information through the 
  cryptography.
 • Reduction of fraud and theft since stolen cards or accounts become unusable 
  and therefore worthless. 
 • The convenience of not requiring to maintain, and constantly update, 
  passwords or PINs, which can be forgotten or stolen.
 • The convenience of not requiring to bring any mobile devices or security 
  tokens in order to transact.
 • Data privacy, since no biometric data is transmitted.
 • Improved and efficient onboarding for users by creation of their accounts via 
  Digital IDs on the blockchain.
 • Data integrity by requiring periodic reviews of account holder information.
 • Financial inclusion: banking for the unbanked, as it becomes a means for 
  safekeeping of funds and making secured electronic payments without the 
  need for the traditional bank account or debit/credit card.
 • Increased transparency and reduced fraud by creating immutable and highly 
  traceable records of balances and transactions corresponding to each of the 
  Digital ID-based accounts in the distributed ledger.
 • Omission of the inefficient bilateral movements of information and 
  instructions in a multi-party traditional payment system, but instead, 
  information will be shared across all nodes in real-time on a blockchain-based 
  network.
 • Enhanced traceability and transparency which also reduces the cost of 
  compliance and transaction monitoring.
 • Minimizes the occurrence and need of paper-based/cash-based processes.
 • Highly improved customer experience by faster and more convenient 
  methods.
 • The technology can be used anywhere in the world, as long as the user has 
  access to a fixed telephone line, at a minimum.
 • The card has a rechargeable battery so it lasts for 2-3 months between 
  charges, making it very convenient.
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